Annex 6

Support students in Internet learning
and promotion of information security

1.	Based on a survey conducted from June to October 2020, more than 90% of Hong Kong households have Internet access at home.  For primary and secondary school students aged 10 and above, over 99% had used the Internet during the 12 months before the survey.
2.	To support needy students to undertake Internet learning at home, the Government has been disbursing a yearly Internet Access Subsidy to low-income families with school age children (see also Annex 21).  Non-profit organisations are also providing broadband Internet access services at discounted prices, thematic computer courses, free computer and Internet access technical support as well as advisory services to the needy children and their parents.  In addition, the Government has provided subsidies for non-governmental organisations to provide free Wi-Fi services in study rooms and youth service centres, thereby facilitating students to continue their study after school via Internet resources and allowing them to access e-learning resources outside classroom.  Under the Wi-Fi Connected City Programme, over 40 000 hotspots are set up across the territory to provide free Wi-Fi service to members of the public.  
3.	The Office of the Government Chief Information Officer launched the “IT Innovation Lab in Secondary Schools” Programme in 2020/21 school year, providing a maximum grant of $1 million for three school years to each publicly subsidised secondary school for organising information and communication technology (ICT) related extra-curricular activities (ECAs) and procure necessary information technology (IT) equipment to support the activities, with a view to cultivating students’ interest in IT as well as to strengthen their digital skills and knowledge on different advanced technologies, including cyber security.  The programme will be extended to all publicly-funded primary schools in 2021/22 school year by implementing the “Knowing More About IT Programme”.  Each school will be allocated a maximum grant of $400,000 over three school years to carry out ICT related ECAs and procure hardware, software and equipment required for organising such ECAs.
Information security and online safety
4.	With the increasing accessibility to and pervasiveness of the Internet, the Government attaches importance to promoting the awareness of information security in the community.  In collaboration with information security stakeholders, cyber security promotional events are held regularly.  These events include the annual “Build a Secure Cyberspace” event conducted since 2010, as well as seminars and contests (e.g. poster design, sticker design, comic drawing and mascot design) on different cyber security topics including data protection, mobile security, social media security and online shopping for the community including students.
5.	In particular, to promote effective, safe and ethical use of ICT and rejection of any improper acts e.g. cyber-bullying among students, the Government has been actively co-operating with non-governmental organisations to strengthen information security education, e.g. through tours and school visits which have been conducted since 2008 involving over 82 000 students, parents and teachers as well as through competitions and carnivals.
6.	Youngsters are more prone to traps in cybercrimes.  Criminals make use of the Internet or social media platforms to influence or recruit youngsters to take part in criminal activities.  To promote cyber security, the Police work with various stakeholders including parents, schools, social workers, etc. to disseminate messages via school talks, media interviews, and publicity on social media platforms, etc.  At the same time, the Police disseminate topical crime prevention messages to children, carers, parents, teachers and other stakeholders through various platforms, including social media, in the form of press interviews, videos, articles, infographics etc.
Control of obscene and indecent articles
7.	Proliferation of obscene and indecent articles is observed after the Internet has become more accessible with the invention of smartphone.  To protect children against obscene and indecent materials, the Government adopts a complaint-driven and co-regulatory approach to deal with obscene or indecent content on the Internet.  The Police also take enforcement actions against cases of online publication of obscene articles, particularly when they involve organised crimes or triad activities.
[bookmark: _GoBack]Prevention of child pornography on the Internet
8.	The Cyber Security and Technology Crime Bureau of the Police assists in the investigation of child pornography offences associated with the Internet, including those cases having an international dimension.  Intelligence-led operations targeting possession of child pornography are also mounted on a regular basis.
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