CY#N THE Report of Dlgltal Youth Council to UN CRC COMMITTEEES ABOUT
Child Protection in

Digital Environment

as additional information to the 5th and 6th Periodic
Reports of the Indonesian Government




IN AN AGE WHERE THE
DIGITAL WORLD IS SO
CAPTIVATING FOR CHILDREN
AND YOUTH, THE ALLURE
OF THE SCREEN 1S HARD
TO RESIST.

JUST ONE
MORE LEVEL

LET'S GO FOR
A WALK TO
THE PARK, RINA!

LIKE RINA,
ADDICTION IS
ONE OF THE
CHALLENGES

CHILDREN
AND YOUTH
EXPERIENCE IN
THE DIGITAL
WORLD

RINA, YOU'RE

STILL PLAVING 1175 BEEN AWHILE

SINCE I SAW YOU OUT..
YOU'RE NOT ADDICTED,
RIGHT?

YES, NOT TO
MENTION Al THAT
CAN IMITATE US

BUT GAMES
ARE
DIFFERENT!

DID YQU
KNOW?

I RECENTLY JUST READ
THE NEWS ON HOW
THERE ARE MANY SCAMS,
GROOMING AND EVEN
THEFT OF PERSONAL DATA
ONLINE TODAY

NO WAY!
IT HASN'T
BEEN THAT
LONG




YOU HAVE WON A
= SPECIAL PRIZE! ™~

HUH,
WHAT KIND
OF PRIZE 1S

THIS?

WELCOME
TO MY
WORLD!




YOU ARE IN MY

WORLD NoOw!
THERE IS NO WAY

RINA!
WHERE ARE

i
ONLINE SEXUAL
EXPLOITATION AND

ABUSE (OCSEA)| CYBERBULLYING

MONA??7?
WE HAVE TO
GET OUT OF

HERE!
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/ I;l WHO ARE
\ ‘
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- PEOPLE?
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DON'T BE AFRAID RINA!
WE ARE HERE TO SAVE YOU
AND YOUR FRIENDS
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WE ARE THE
DIGITAL YOUTH
COUNCIL

A COLLECTION
OF GROUPS OF
CHILDREN AND

YOUTH WHO ARE

CONCERNED WITH

THE ISSUE OF CHILD

PROTECTION IN
THE DIGITAL

ENVIRONMENT

DYC IS AN
INITIATIVE BY
REPRESENTATIVES OF
THE CHILDREN AND
YOUTH ADVISORY
NETWORK (CYAN)

GROUP UNDER SAVE
THE CHILDREN
INDONESIA

AND THE NATIONAL
CHILDREN'S FORUM UNDER
THE AUSPICES OF THE
MINISTRY OF WOMEN'S

EMPOWERMENT AND CHILD
| PROTECTION (KPPPA)

WE ARE INVOLVED IN -

SEVERAL SERIES OF
ACTIVITIES, INCLUDING |  /  CURRENTLY WE ARE
CAPACITY BUILDING RELATED ACTIVELY INVOLVED IN
HE DIGITAL ENVIRONMEN" OO S REPARATION OF '~
1 T
THE DIGITAL ENVIRONME RECOMMENDATIONS FROM
CHILDREN AND YOUTH

MEANINGFUL CHILD
PARTICIPATION AND
ANALYSIS OF
NATIONAL POLICIES
REGARDING CHILD

PROTECTION IN
THE DIGITAL G

Wy
- ENVIRONMENT

REGARDING THE
NATIONAL ACTION
PLAN (RAN) PRESIDENTIAL
DECREE, ROAD MAP FOR
- CHILD PROTECTION IN

THE ONLINE REALM

"‘ AND DRAFT GOVERNMENT
“ REGULATIONS GOVERNING

WE ARE ALSO
INVOLVED IN
CONSULTATION ON
THE PREPARATION OF
DIGITAL RESILIENCE
MODULES

CHILD PROTECTION IN THE
IMPLEMENTATION OF
ELECTRONIC SYSTEMS

—
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DIGITAL THREATS TO
CHILDREN CAN RANGE
FROM VIRUSES, HACKING,
PERSONAL DATA
BREACHES, ONLINE
SEXUAL EXPLOITATION
AND ABUSE AND MANY
OTHERS

DON'T FORGET TO
ALWAYS UPDATE YOUR
KNOWLEDGE ABOUT

DIGITAL LITERACY
RINA

RINA, IT IS
IMPORTANT TO HAVE
HEALTHY DIGITAL
IDENTITY WHERE YOU
HAVE SELF-ESTEEM
AND PROTECT YOUR

PRIVACY

IF YOU WANT YOUR
DIGITAL DATA AND DIGITAL
INTERACTION TO BE SAFE,

EVEN THOUGH

WE CAN BE MAKE SURE YOU INSTALL
ANONYMOQUS IN AN ANTI-VIRUS AND
CYBERSPACE FIREWALL TO MAINTAIN

YOUR DIGITAL SECURITY

THAT DOESN'T
i 5 AND PRIVACY, RINA

MEAN WE CAN SAY
RUDE OR MEAN
THINGS, RINA

{0
5!

WE MUST ALSO , ALWAYS BE AWARE
REMAIN OF RISKY CONTACT WITH
EMPATHETIC!

OTHER PEOPLE IN DIGITAL
| PLATFORM
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SQ THIS IS AN
EXAMPLE OF HOW WE
CAN PROTECT OUR
PRIVACY AND SECURITY

WITH A FIREWALL
THE MASTER VIRUS
CANNOT HARM usl!

THANK YOU
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{ THIS IS WHY IT IS
IMPORTANT FOR US TO BE
READY AND HAVE THE SKILLS
TO EXPLORE THE DIGITAL
WORLD, FRIENDS

OUR FUTURE DEPENDS ON
THE DIGITAL WORLD, SO
LET'S BUILD A SAFE
DIGITAL ENVIRONMENT
THROUGH ADVOCACY

7
BUT NOW IT'S
- l TIME FOR YOU
TO RETURN TO
REALITY!

PLLESsy”
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WE'RE BACK!
ARE YOU OKAY

MONA?
I'M OKAY
- RINA!

PEMERINTAH AKAN

MEMBUAT KEBIJAKAN

PERLINDUNGAN ANAK
WHAT WE WENT

THROUGH MADE ME

REALIZED THE YEA!
IMPORTANCE OF LET’S OPEN A

DISCUSSING ABOUT
DIGITAL SAFETY!

DISCUSSION WITH
THE GOVERNMENT!

® CREATE POLICIES
REGARDING
CHILDREN'S
INTERNET USE

® ENSURE THERE IS
A PROGRAM FOR
HANDLING
CYBERBULLYING

® MAKE SURE
MINORS DO NOT
SHOP ONLINE
CARELESSLY

® ENSURE
IMPLEMENTATION
OFf THE POLICIES
CREATED

® STANDARD OF
PROCEDURE FOR
REPORTING AND
HANDLING
SPECIAL REPORTS

® ADDITIONAL
INFORMATION
FOR UN CRC

WE NEED
BETTER
REGULATIONS

UN CRC

* NTERNET FRIENDOLY
PROGRAM FOR ALL AGES

* DIGITAL RESILIENCE
TRAINING

o DIGITAL EDUCATION
CURRICULUM IN SCHOOLS
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MAKE SURE
EVERYONE HAS
HEALTHY AND
SAFE ACCESS TO
THE DIGITAL

+ALL ACCESS TO BAD THINGS
FOR THE CHILDO MUST BE
REMOVED

-CHILDREN'S INTERNET
ACCESS MUST BE LIMITED

- SOCIALIZATION OF ACCESS
FOR PEOPLE WITH
DISABILITIES

- SUPERVISE AND BE MORE
CLOSELY INVOLVED WITH
CHILOREN'S INTERNET
ACTIVITIES

- TAKE THE TIME TO CHECK

- SUPERVISE YOUTH CHILOREN
SO THEY DONT FALL INTO RISKY
BEHAVIOURS

- AN EQUAL WAY oF
COMMUNICATION BETWEEN
CHILOREN AND PARENTS

- COLLAB OPPORTUNITIES WITH
OUR FAMILY COMMUNITY

ADULTS DON'T
FORGET TO

WE ALSO MUST
KEEP OURSELVES
UP TO DATE!

- CREATING GOOD
EDUCATIONAL CONTENT

- FILTER BEFORE SHARING
- GRASSROOT SOCIAL

NETWORK FOR SHARING IF
THERE ARE PROBLEMS

ALTHOUGH PHONE
ARE USEFUL,
THERE IS A TIME
AND PLACE FOR

-RESTRICTION ON PHONES
DURING SCHOOL HOURS
(AT CERTAIN LEVELS,
FOR EXAMPLE

ELEMENTARY SCHOOL,
THERE IS AGREEMENT
WITH CHILDREN
REGARDING THE USE OF
CELL PHONES AT SCHOOL)

- CREATE YOUR OWN
SYSTEM FOR LEARNING
PRESENTATIONS SO YOU
DON'T DEPEND ON 16 &
TIKTOK
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